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Mpukas ®CTIK Poccum ot 18.02.2013 N 21
"O6 yTBepxxaeHun CocTtaBa M CoAepXXaHNst OPraHM3aUMOHHBIX U JokyMeHT npepoctasneH KoHcynbTaHTlAoC
TeXHMYecKnx mep no obecneu... [ata coxpaHenus: 20.10.2016

3apeructpupoaHo B MuHtocte Poccumn 14 mas 2013 r. N 28375

®EOEPANBbHASA CITYXBA NO TEXHUWYECKOMY U 3KCNOPTHOMY KOHTPOIJO

NMPUKA3
ot 18 cheBpans 2013 r. N 21

OB YTBEPXOEHWN COCTABA U COOEPXAHUA
OPIrAHU3ALMUOHHbIX U TEXHUYECKUX MEP NO OBECMNEYEHUIO
BE3O0MNACHOCTU NEPCOHAJIbHbIX OAHHbLIX NPU NX OBPABOTKE
B NH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

B cooTtBeTcTBUMM C YacTblo 4 cTtaTbn 19 PepepanbHoro 3akoHa ot 27 uongd 2006 r. N 152-®3 "O nepcoHarnbHbIX
OaHHbIX" (CobpaHue 3akoHogaTenscTBa Poccuiickon Pepepaumm, 2006, N 31, c1. 3451; 2009, N 48, cT. 5716; N 52, cT.
6439; 2010, N 27, cT. 3407; N 31, cT. 4173, c1. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, ct. 4701) n
MonoxeHvem o PepepanbHoOW Ccrykbe MO TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOMO, YTBEPXKAEHHbIM YKa3oM
MpesupgeHTa Poccuiickon Pepepaumm ot 16 aBrycta 2004 r. N 1085 (CobpaHue 3akoHogaTtenbcTBa Poccuiickon
depepaumm, 2004, N 34, cT. 3541; 2006, N 49, c1. 5192; 2008, N 43, cT. 4921; N 47, ct. 5431; 2012, N 7, cT1. 818),
npuKasbIBato:

1. Y1BepouTb npunaraemble CocTaB 1 cogepkaHne opraHn3aLMoHHbIX U TEXHUYECKMX Mep Mo obecrnedyeHuio
Bes3onacHOCTM NepcoHarbHbIX JAHHBLIX NPY X 06paboTke B MHOPMALIMOHHBLIX CUCTEMAX NEPCOHarbHbIX AaHHbIX.

2. lMpuaHatb yTpatuBwmmMm cuny npukas3 PCTOK Poccum ot 5 depana 2010 r. N 58 "O6 yTBepxaeHun
MonoxeHusa o MeTogax n cnocobax 3awmtbl MHOPMaUUK B MHEAOPMALMOHHBIX CUCTEMAaxX MNepCOHarnbHbIX AaHHbIX"
(3apeructpuposaH MuHioctom Poccumn 19 despand 2010 r., peructpaunoHHbin N 16456).

OupekTop

dPepepanbHoi crnyXbbl N0 TEXHNYECKOMY
N 3KCMOPTHOMY KOHTPOJSTHO

B.CENVH

YTBEPXOEHDI
npukasom ®CTIK Poccun
ot 18 dheBpana 2013 r. N 21

COCTAB U COOEPXXAHUE
OPIrAHU3ALUOHHbIX U TEXHUYECKUX MEP NO OBECMNEYEHUIO
BE3O0MACHOCTU NEPCOHAJIbHbLIX OAHHBLIX NMPU NX OBPABOTKE
B NH®OPMALMOHHBIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

|. O6bwue nonoxeHus

1. Hactosawwun gokymeHT pa3paboTaH B COOTBETCTBMM C YacTbio 4 ctatbn 19 degepanbHOro 3akoHa ot 27 uions
2006 r. N 152-93 "O nepcoHanbHbIx gaHHbIX" (CobpaHne 3akoHoaaTenscTBa Poccuiickon epepaumm, 2006, N 31, crT.
3451; 2009, N 48, cT. 5716; N 52, cT. 6439; 2010, N 27, cT. 3407; N 31, cT1. 4173, cT. 4196; N 49, cT. 6409; 2011, N 23,
cT. 3263; N 31, ct. 4701) 1 yctaHaBnuBaeT COCTaB W COAEPXaHWE OpPraHuU3aLMOHHbIX W TeXHUYECKMX Mep Mo
obecneyeHnto 6e30NacHOCTM NEPCOHANBbHbIX AAHHBLIX NPU UX 06paboTke B MHPOPMALMOHHBLIX CUCTEMAX MEPCOHarNbHbIX
OaHHbIX (Oanee - mMepbl MO obecrneyeHno 06e30nMacHOCTM MEepCoHarnbHbIX AaHHbIX) OJ19 KaXZoro M3 YPOBHEWN
3aLUMLLIEHHOCTM MEPCOHanbHbIX AaHHbIX, YCTAaHOBMEHHbIX B TpeboBaHUAX K 3alMTe NepCoHanbHbIX AaHHbLIX MPU KX
06paboTke B MHPOPMALMOHHbBIX CUCTEMAX NEPCOHanNbHbIX AaHHbIX, YTBEPXOAEHHbIX NOCTaHoBneHueM [lpaBuTtenbcTBa
Poccuiickon ®egepauum ot 1 Hosibpsa 2012 r. N 1119 (Cobpanue 3akoHogaTensctBa Poccuiickon Pepgepaumm, 2012, N
45, cT. 6257).

Mepbl no obecnedyeHnto 6e30MacHOCTM MEPCOHaNbHbIX AaHHbIX MPUHUMAKOTCA ON1S  3aWuThbl  NEepCOoHarnbHbIX
OaHHbIX OT HENMPaBOMEPHOIO UMK CRy4YanHOro 4OCTyna K HAM, YHUHTOXEHMWS, U3MEHEHNs1, BITOKMPOBaHUS, KOMMPOBaHWS,
npenocTaBrfieHnsi, pacnpoCTpaHEHWs NepCOHasnbHbIX AaHHbIX, @ Takke OT MWHbIX HEerNnpaBOMEpPHbIX [OENCTBUA B
OTHOLLIEHMWN NEPCOHANbHbIX AaHHbIX.

B HacTosiLeM JOKYMEHTE He paccMaTpuBalOTCHA BOMpockl obecneyeHns 6e30nacHOCTM NepcoHarbHbIX AaHHbIX,
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OTHECEHHbIX B YCTAHOBMEHHOM MOPAOKE K CBEAEHUSM, COCTaBNSAOLWMM rOCY[apCTBEHHYIO TalviHy, a TaKkKe Mepbl,
CBSi3aHHbIE C MPUMEHEeHNeM LIndpoBarnbHbIX (KpUnTorpadunyeckux) CPeAcTB 3aLmTbl MHOpMaLmMn.

2. BesonacHoCTb nepcoHanbHbIX AaHHbIX Mpu Mx 0bpaboTke B MHAOPMAaLMOHHOM CUCTEME MepCOoHanbHbIX
OaHHbIX (ganee - nHdopMauMoHHas cuctema) obecneymBaeT onepaTop WAM NUUO, ocyllecTBhsowee obpaboTky
nepcoHanbHbIX AaHHbIX MO NOPYYEHUIO onepaTopa B COOTBETCTBMU C 3akoHOAaTeNnsCTBOM Poccuiickon deaepaunu.

Ona BbinonHeHus paboT no obecneyeHnio Ge30MacHOCTM MNEepPCOoHanbHbIX AaHHbIX MNpu uX obpaboTke B
NMHMOPMALIMOHHOW CUCTeMe B COOTBETCTBUM C 3akoHoAaTensCcTBoM Poccuiickon ®efepaumm MOryT npuBriekatbCcs Ha
[OrOBOPHOW OCHOBE OpUAMYECKOe IULO WM UHAMBMAYyaNbHbIA NpeanpuHMMaTenb, WMeloWMe INULEH3NI0  Ha
[eATenbHOCTb MO TeXHUYECKOW 3aLuuTe KoHdUaeHUnansHon nHpopmaumn.

3. Mepbl no obecneyeHuto 6e30NacHOCTUM MepCOoHanbHbIX AaHHbIX PeanusyloTcsa B paMkax CUCTEeMbl 3alluTbl
nepcoHanbHbIX AaHHbIX, CO34aBaeMon B COOTBETCTBUM C TpeboBaHMAMMU K 3aLUMTE NepCcoHarnbHbIX AaHHbIX MpU KX
0bpaboTke B MHPOPMALMOHHbBIX CUCTEMAX NePCOHaNbHbIX AaHHbIX, YTBEPXXAEeHHbIMY NnocTaHoBneHneM [paButenbctea
Poccuickon ®epepauum ot 1 Hoabps 2012 1. N 1119, u gormkHbl ObITb HanpaereHbl HA HENTpanu3auuio akTyarbHbIX
yrpo3 6e30nacHOCTM NepCcoHarnbHbIX AaHHbIX.

4. Mepbl no obecneyeHmto 6e30NacCHOCTM MEpPCOHarnbHbIX AaHHbIX PeanusyloTCcs B TOM 4YMCre NOCPeAcTBOM
NPUMEHEHUs B MIHPOPMaLIMOHHON CUCTEME CPEACTB 3awmTbl MHOPMaLMK, NpoLeAwnx B YCTaHOBMEHHOM Mopsake
npoueaypy OLEHKM COOTBETCTBUS, B CNy4vasx, Korga NpuMMEHeHWe TakuMx CPeAcTB Heobxoaumo ANns HernTpanusaumm
aKTyanbHbIX yrpo3 6e30nacHOCT NEPCOHAnNbHbIX AaHHbIX.

KoHcynbTaHTlnoC: npumeyaHue.
Hymepauus nyHKTOB AaHa B COOTBETCTBMM C OpMLManbHbIM TEKCTOM AOKYMEHTA.

6. OueHka 3dp(PeKTUBHOCTM peanun3oBaHHbIX B paMKax CUCTEMbl 3aliMTbl MEpPCOHanbHbIX AaHHbIX Mep Mo
obecneyeHmnio 6e30nacHOCTN NepCoHarnbHbIX AaHHbIX NPOBOAMTCS ONEPaTopoOM CaMOCTOATENBHO UK C MPUBMEYEHNEM
Ha [OOroBOPHOM OCHOBE OpUAMYECKUX NUL, WM MHAMBMAYanbHbIX MpegnpuvHumMaTenen, WMeloWwmnx nNMUEeH3n Ha
OCyLleCcTBMeHNe AeATenbHOCTU NO TEXHUYECKOW 3alumTe KOoHduaeHumanbHon wuHdopmaumn. YkadaHHas oOueHka
NPOBOAUTCS He pexxe OAHOro pasa B 3 roga.

7. Mepbl no obecneuyeHnio 6e30nNacHOCTVM MepCOHanbHbIX AaHHbIX NpUM UX 06paboTke B rocyAapCTBEHHbIX
MHMOPMALIMOHHbBIX CUCTEMAX MPUHUMAIOTCA B COOTBETCTBUM C TpeboBaHNAMM O 3awwmTe uHdopMaumm, cogepxallencs
B rOCYyOapCTBEHHbIX MH(OPMALMOHHBIX cucTemax, YycrtaHaenuBaembiMm OCTOK Poccum B npegenax CBOMX
NMOMIHOMOYMIA B COOTBETCTBUM C 4YacTblo 5 cTatbu 16 PepepanbHoro 3akoHa ot 27 umonga 2006 r. N 149-03 "O6
NHopMaLmm, NHHOPMALMOHHBIX TEXHOMNOrMAX 1 0 3awwmTe nHcbopmaumn” (CobpaHme 3akoHopaTensctBa Poccumnckon
®epnepaumn, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT1. 4600; 2012, N 31, cT. 4328).

Il. CocTtae u cogepxaHue Mep no obecneyeHnto 6esonacHoOCTH
nepcoHarnbHbIX AaHHbIX

8. B coctaB Mmep no obecneyeHnio 6e30MacHOCTM MEepPCOHarnbHbIX AaHHbIX, peanu3yeMblX B pamMKkax cucTembl
3aLUMTbl NepcoHanbHbIX aHHbIX C YY4ETOM akTyarnbHbIX Yrpo3 6e30nacHOCTN MepCcoHanbHbIX AaHHbIX U MPUMEHAEMbIX
NHMOPMALMOHHBIX TEXHOMOMMIN, BXOOAT:

naeHTMdmrKauma n ayteHTudmrkaumsa cydbbekToB 4ocTyna n 06beKkToB JOCTYNa;

ynpasneHue AOCTYyNOM CyObeKToB JoCTyna Kk o6bektam JoCTyna;

orpaHuMyeHue nNporpaMMHON cpeabl;

3aluMTa MaLLMHHBIX HOCUTenen HopMaLun, Ha KOTOPbIX XpaHATcs u (Mnu) obpabaTbiBaloTCA NepcoHanbHble
AaHHble (Janee - MalnHHbIE HOCUTENW NePCOHarbHbIX OAHHbIX);

perncrpaums cobbiTuin 6esonacHocTy;

aHTMBMPYCHas 3aLumMTa;

obHapyxeHue (NpeaoTBpaLLeHne) BTOPXKEHUI;

KOHTPOIb (aHanu3) 3aluLLIEHHOCTM NePCOHarbHbIX AaHHbIX;

obecneyeHne LenoCcTHOCTU NHAPOPMALIMOHHON CUCTEMBI U NEePCOHANbHbIX AaHHbIX;

obecrneyeHne JOCTYNHOCTN NEPCOHANbHbIX AaHHbIX;

3awmTa cpeabl BUpTyanusaumu;

3awmTa TeXHUYECKMX CPEACTB;

3awmTa HOPMaLMOHHON CUCTEMBI, €€ CPeACTB, CUCTEM CBA3W U Nepefayun AaHHbIX;

BbISIBNIEHNE WHUMAEHTOB (O4HOrO COOLITUA WK TPynnbl COObLITUI), KOTOpbIE MOrYT NPUBECTM K cBosim unm
HapyLWeHWo (PYHKUNOHMPOBAHNS WHMOPMALMOHHOW CUCTEMbI M (MM) K BO3HWKHOBEHWIO Yrpo3 ©6esonacHocTu
nepcoHanbHbIX AaHHbIX (fanee - MHUMAEHTBI), U pearnpoBaHne Ha HUX;

ynpasneHue KoHurypaumen nHOOPMaLMOHHON CUCTEMbI Y CUCTEMbI 3aLUMTbI NEPCOHANbHbIX AaHHbIX.

CoctaB n cogepxaHvue Mep no obecneveHnto 6e30MacHOCTM NEPCOHarnbHbIX AaHHbIX, HeobXxoauMMbIX Ans
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obecneyeHns Kaxaoro U3 ypoBHeW 3aLUMLLEHHOCTU NEPCOHanbHbIX AaHHbIX, NPUBEOEHbI B MPUIIOXKEHUN K HACTOSLLIEMY
OOKYMEHTY.

8.1. Mepbl no waeHTUMKauUMM ©n ayTeHTudUKaumm cybbekToB [OCTyna W OOBLEKTOB [OCTyna LOSKHbI
obecneunBaTb NPUCBOEHME CyObEKTaM N 06bekTaM AOCTyna YHWKanbHOro npusHaka (MaeHTudukaTopa), CpaBHeHue
npegbsaBnsAeMoro cyobekTom (06bEKTOM) JOCTyNa MAEHTUGUKATOPa C NEPEYHEM MNPUCBOEHHLIX WAEHTUMKATOPOB, a
Takke MNPOBEPKY MNpUHAANEXHOCTM CcyObekTy (0ObekTy) [ocTyna npeabsiBIEHHOrO UMM uaeHTMdMKaTopa
(mogTBEpXAEHME NOAMNMHHOCTH).

8.2. Mepbl No ynpaBneHnto OOCTYNoM CyObLEKTOB [JOCTyna K oOObekTtam [JocTyna [[OSbkHbl obecnednBaTtb
ynpasrneHue npasamMmu 1 NpuBMIerMaMm CyobeKToB 4OCTyna, pasrpaHMydeHe 4oCcTyna CyobeKkToB ocTyna K obbekTam
[0CTyrna Ha OCHOBE COBOKYMHOCTU YCTaHOBMEHHbIX B MIHADOPMALMOHHOM CUCTEME MpaBui pasrpaHnyYyeHus gocTyna, a
Takke obecneuynBaTb KOHTPOSb 3a COOMOAEHNEM 3TUX MPaBUIT.

8.3. Mepbl N0 OrpaHMYeHno MPOrpaMMHON cpedbl OOSMKHbI obecnednBaTb YCTAHOBKY M (MnM) 3amnyck TOSbKO
paspeLlleHHOro K WUCMoMb30BaHW B WHMOPMALMOHHOW CUCTEME MPOrpaMMHOIO obecrneyeHus WM  UCKMIYaTb
BO3MOXHOCTb YCTaHOBKM W (MnM) 3anycka 3anpelieHHOro K WCMOMb30BaHW B  MHPOPMALMOHHOM cucteme
nporpaMmHoOro obecneyeHus.

8.4. Mepbl N0 3awuTe MAaLUMHHBIX HOCUTENEn nepcoHanbHbIX AaHHbIX (cpeacTB 0bpaboTkM (XpaHeHus)
nepcoHanbHbIX AaHHbIX, CbeMHbIX MalUUHHbBIX HOCUTENEN NepPCoHanbHbIX AaHHbIX) AOMKHbI UCKMAYaTb BO3MOXHOCTb
HeCaHKUMOHMPOBAHHOIO A40CTYNa K MaMHHBLIM HOCUTENSAM N XPaHSALLMMCA Ha HUX MEepCoHarnbHbIM AaHHbIM, a Takke
HeCaHKUMOHMPOBAHHOE UCMONb30BaHNE CbEMHbIX MALLWMHHBIX HOCUTENEN NepCoHanbHbIX 4aHHbIX.

8.5. Mepbl no pernctpaumm cobbiTun 6e30MacHOCTN A0MKHBbI 06ecneunBatb COOp, 3anvCb, XpaHEeHWe U 3aluTy
nHdopmaumm o cobbiTuax 6e30nacHOCTU B MHPOPMaLMOHHOW CUCTEME, a Takke BO3MOXHOCTb MPOCMOTpa M aHanusa
WHhopMaLMn O Takmx cCOBbITUAX U pearMpoBaHmne Ha HUX.

8.6. Mepbl N0 aHTMBMPYCHOM 3awmuTe OOIMKHbI obecnedmBaTb OOHapyxeHne B WHOPMALMOHHOW cucTeme
KOMMbIOTEPHBIX NPOrpamMmm NMbo MHOM KOMMNbIOTEPHON WMHGOPMAaUMK, NpefHa3HAYEHHOW ANsi HECAHKLMOHMPOBAHHOIO
YHULTOXEHUS1, BNTOKMPOBaHUs, MogudmrKaLmm, KONnMpoBaHUs KOMMNbIOTEPHON MHGOPMALIMK U HENTPanM3aunm CpeacTB
3awwmThl MHpopMaLuK, a TaKke pearmpoBaHve Ha OBHapyXeHue 3TUX NporpaMmM 1 MHopMaLmu.

8.7. Mepbl no o6HapyxeHuto (NpeaoTBpaLLEHMIO) BTOPXKEHUIN OOMKHLI o6ecnevnBaTb OBHapyXeHWe OencTeui B
WH(POPMALIMOHHON CUCTEME, HamnpaBneHHbIX Ha HEeCaHKUMOHWPOBAHHbLIA AOCTYN K MHdOopMauun, cneumanbHble
BO3eNCTBMSA Ha WH(OPMALMOHHYIO CUCTEMY W (UNKN) MepcoHarnbHble AaHHble B LEeNsx A0ObIBaHWUS, YHUYTOXEHMS,
NCKaXXeHUs1 1 BNTOKMPOBaHNS [OCTYNa K NepCoHarnbHbIM AaHHbIM, @ TaKKe pearMpoBaHMe Ha 3TW OeNCTBUS.

8.8. Mepbl MO KOHTPONIO (aHanM3y) 3alMLLEHHOCTM MEepPCOoHanbHbIX AaHHbIX AOMKHbI OobecneunBaTb KOHTPOIb
YPOBHSI 3aLLMLLEHHOCTU NEePCOHarbHbIX AaHHbIX, 0bpabaTbiBaeMbix B MH(OPMALMOHHON cucTeme, NMyTem MNpPOBEAEHUS
CUCTEMATUYECKUX MEpPONPUATMIA NO aHanuM3y 3alULEHHOCTM  MHAOPMALMOHHOM CUCTEMBI U TECTUPOBAHUIO
paboTocnocobHOCTU CUCTEMBI 3aLLUTbl NEPCOHANBbHbIX AaHHbIX.

8.9. Mepbl nNo obecneyeHuto LENOCTHOCTU MHAOPMALMOHHONW CUCTEMbI U MEPCOHArbHbIX AaHHbIX LOIDKHbI
obecneunBaTb 0OHapyxeHne PakToB HECAHKLVNOHMPOBAHHOIO HapyLUEHMWS LLeNOCTHOCTU MHAPOPMAaLMOHHON CUCTEMBI U
COAEepXKaLLMXCsl B HEN NepCOHanbHbIX AaHHbIX, @ TakKe BO3MOXHOCTb BOCCTAHOBMEHUS MH(OPMAaLNOHHON CUCTEMBI Y
COAEepKaLLMXCsi B HEN NepcoHarnbHbIX AaHHbIX.

8.10. Mepbl no obecneveHno OOCTYMHOCTU MEPCOHAamNbHbIX OAHHbIX OOIDKHbI obecnevvMBaTb aBTOPU3OBAHHbIN
[OCTyn nonb3oBaTenen, UMEKLKUX npaea no AOCTyny, K NepcoHanbHbIM AaHHbLIM, codepXalimMmcsa B UHCpOpMaLMOHHON
cucTeme, B LUTATHOM pexnme (PyHKLMOHUPOBaHMSA MHPOPMALIMOHHON CUCTEMBI.

8.11. Mepbl no 3awute cpedbl BUpPTyanu3auuyM LOIDKHbI UCKMNOYaTb HECAHKLUMOHUPOBAHHLIA OOCTYN K
nepcoHanbHbIM AaHHbIM, oOpabaTtbiBaemMbiM B BMPTyanbHOW WHPACTPYyKType, M K KOMMOHEHTaM BUPTYyarbHOMW
WMHPaCTPYKTYpbl 1 (M) BO3OENCTBME HA HUX, B TOM YMCIE K CPEACTBaM yrnpaBrieHust BUPTyarbHON MHPACTPYKTYPOH,
MOHUTOPY BUPTYarnbHbIX MalWH (rMNepBM30pY), CUCTEME XPaHEHMS OaHHbIX (BKNHOYas CUCTEMY XpaHeHus obpasos
BUPTYyanbHON WH(PPaACTPYKTypbl), CETM nepefavvM AaHHbIX 4Yepe3 dneMeHTbl BupTyanbHOW unn  OU3NYECKON
WH(PaCTPYKTYpbl, rOCTEBLIM OMEPALUOHHBIM CUCTEMAaM, BUPTyarnbHbIM MaluMHaM (KOHTenHepam), CUcTemMe U CeTu
pennukaumMm, TepMUHanbHbIM M BUPTyalnbHbIM YCTPOWCTBaM, a TakKkKe CUCTEME pPEe3epBHOTO0 KOMWPOBaHUA U
C030aBaeMbIM €0 KOMUsM.

8.12. Mepbl N0 3awWnTe TEXHUYECKUX CPEeacTB AOSMPKHbl MCKNYaTb HECaHKUMOHMPOBAHHBLI - AOCTYN K
CTaunoHapHbIM TEXHUYECKMM CpeacTBam, obpabaTtbiBaloWmM nepcoHanbHble AaHHble, cpeacTBaM, obecneyvBaowm
PYHKUMOHMPOBaHUE WHAOPMaLMOHHON cucTeMbl (danee - cpefactBa obecnedeHus OYHKUMOHWPOBaHMSA), U B
NOMELLIEHNS!, B KOTOPbIX OHW MOCTOSIHHO PaCrofoXeHbl, 3aLUUTy TEXHUYECKUX CPeacTB OT BHELUHWX BO3L4EWCTBUN, a
Takke 3alUMTYy NepcoHanbHbIX OaHHbIX, NPEACTABMEHHbIX B BUAE WH(OPMATUBHBIX 3JNEKTPUYECKMX CUrHANOB U
dM3MYEeCKMX Nonemn.

8.13. Mepbl no 3awmTe NHpPOPMaLMOHHON CUCTEMbI, €€ CPeacTB, CUCTEM CBSA3U M nepedayvv OaHHbIX AOSMKHbI
obecneynBaTb 3aLMTY NEPCOHaNbHbLIX AaHHbLIX NPU B3aMMOAENCTBMM MHAPOPMALMOHHOM CUCTEMbI UNN €€ OTAESbHbIX
CErMEHTOB C WHbIMW WH(OPMALMOHHBIMM  CUCTEMAMU U UHEOOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU  CETAMMU
nocpeacTBOM MNPUMEHEHUSI apXUTEKTYpbl MHAPOPMALMOHHOW CUCTEMbI U MPOEKTHbIX PELUEHUN, HarnpaBneHHbIX Ha
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obecneyeHne 6e30nacHOCTV NEPCOHArbHbIX AaHHbIX.

8.14. Mepbl NO BLISBMEHMIO WHLUWOEHTOB M pearnpoBaHUI0O Ha HUX AOMMKHbI obecnevnBaTb OOHapyxeHue,
naeHTMdurKaumio, aHanM3 UHUMAEHTOB B MH(OPMAaUMOHHOW CUCTEME, a TakkKe NPUHATUE Mep MO YCTPaHEHUo U
npeaynpexaeHnio MHUMAEHTOB.

8.15. Mepbl no ynpaeneHuio KoHdurypaumen UHGOPMaLMOHHON CUCTEMbI U CUCTEMbI 3alUUTbl NEPCOHarNbHbIX
AaHHbIX JOMKHbI 0becrneunBaTb ynpaBrieHne WU3MEHEHUAMWU KOHUrypauum MHGOPMAaLMOHHON CUCTEMbI U CUCTEMbI
3aWnTbl NEPCOHanNbHbIX AaHHbIX, aHanM3 MNOTEeHUManbHOro BO3AENCTBUA MaHMpyeMblX M3MEHeHWn Ha obecnedeHue
6e30nacHOCTM NepcoHanbHbIX AaHHbIX, @ TaKKe AOKYMEHTUPOBaHNE 3TUX U3MEHEHUN.

9. Bblbop mep no obecneyeHnto 6e30MacHOCTM MNEPCOHANbHbLIX AaHHbIX, MNOANEXAaLUX peanu3auum B
WMH(OPMALIMOHHOW CUCTEME B paMKax CUCTEMbI 3aLUUTbl NEPCOHArNbHbIX AaHHbIX, BKOYaET:

onpeneneHne 6a3oBoro Habopa mep no obecneyeHuto 6Ge30MacHOCTU MNEPCOHAanbHbIX  AaHHbIX — Ans
YCTAHOBMIEHHOIO YPOBHS 3aLUMLLEHHOCTU NEepCOoHanbHbIX AaHHbIX B COOTBETCTBMM C 6a3oBbiMM Habopamu mep Mo
obecneyeHmnio 6e30NacHOCTV NePCOHarbHbIX AaHHbIX, MPUBEAEHHBIMU B NMPUIOXEHUM K HACTOSALLEMY AOKYMEHTY;

aganTauuio GasoBoro Habopa mep no obecneyeHnto 6e30MacHOCTM MEPCOHANbHLIX AaHHbIX C  Yy4eTOM
CTPYKTYPHO-(PYHKUMOHAIbHBIX ~ XapaKTepuUcTUK  MHAPOPMALUMOHHOMW  CUCTEMbI,  WUH(OPMALMOHHBLIX  TEXHOMOruH,
ocobeHHoCTeN OYHKLUMOHNPOBAHWSA NMHAPOPMALIMOHHON CUCTEMBI (B TOM YuCre UcknoyeHme n3 6asosoro Habopa mep,
HenocpeACcTBEHHO CBA3aHHbLIX C MHAPOPMALMOHHLIMU TEXHOMOMMSIMU, HE NCMONb3YeMbIMU B MIHPOPMaLMOHHON cUCTEME,
UNN CTPYKTYPHO-(PYHKLUNOHANBHLIMU XapakTepucTukaMm, He CBOMCTBEHHLIMU MHADOPMALIMOHHOW CUCTEME);

yTOYHeHWe aganTupoBaHHoro 6azosoro Habopa mep no obecneyeHnto 6€30MacHOCTUM MEePCOHAanNbHbIX AAHHbIX C
y4yeTOM He BblOpaHHbIX paHee Mep, MPVWBEAEHHbIX B MPUIIOKEHWU K HacTosLeMy OOKYMEHTY, B pesynbTate 4ero
onpegensaoTcsa Mepbl N0 obecneyeHnto 6e30nacHOCTM NepcoHanbHbIX AaHHbIX, HaMpaBMEHHbIE Ha HeWTpanusauuto
BCEX aKTyalnbHbIX yrpo3 6€30nacHOCTM NepcoHanbHbIX AaHHbIX AN KOHKPETHOW MHEPOPMaLVOHHON CUCTEMBI;

[AOMNOMHeHMe YTOYHEHHOro aganTupoBaHHoro 6asoBoro Habopa Mep no obecneyeHuto 6HesonacHoOCTU
nepcoHanbHbIX AaHHbIX Mepamu, obecrneyvBaloWMMU BbiNOfHEHWe TpeboBaHui K 3alimMTe NepcoHarbHbIX AaHHbIX,
YCTaHOBMIEHHbIMWU MHBIMWU HOPMAaTUBHBIMW NMPaBOBbLIMY akTamu B obnactn obecneyeHns 6e30nacHOCTM NepcoHarbHbIX
OaHHbIX U 3aLLMTbI MHOpMaLU.

10. MNpn HEBO3MOXXHOCTU TEXHUYECKOW peanusaummn oTAenbHbIX BbiOpaHHbIX Mep no obecneveHnto 6e3onacHoOCTH
nepcoHanbHbIX AaHHbIX, @ TaKKe C y4eTOM 3KOHOMMUYECKOM Lenecoobpa3HoCcTy Ha aTanax agantauun 6asosoro Habopa
Mep 1 (UNn) yTouHeHWs aganTupoBaHHOro 6a3oBoro Habopa Mep MoryT paspabaTtbiBaTbCsi MHbIE (KOMMEHCUpYIOLLNE)
Mepbl, HanpaBMneHHble Ha HEMTpanNU3aumIo akTyanbHbIX Yrpo3 6€30NacHOCTM NepcoHanbHbIX AaHHbIX.

B atom cnyyae B xoge pa3paboTkM CUCTEMbl 3aliMTbl MEPCOHasbHbIX AaHHbIX AOMMKHO OblTb MpOBEAeHO
ob0oCcHOBaHWE NPUMEHEHNS KOMNEHCMPYOLMX Mep Ans obecneyeHnss 6e30nacHOCTU NepCoHarnbHbIX AaHHbIX.

11. B cnyyae onpefeneHus B COOTBETCTBMM C TpeboBaHMAMM K 3alLuMTe NepcoHarnbHbIX Npu ux obpaboTke B
WMHOPMALMOHHBIX CUCTEMAaX NEPCOHAaNbHbIX AaHHbIX, YTBEPXAEHHbIMY nocTaHoBneHnem [lpaBuTensctBa Poccuinckon
®epepaumm ot 1 Hos6psa 2012 1. N 1119, B KayecTBe akTyarnbHbIX yrpo3 6€30nacHOCTN NepPCoHarnbHbIX AaHHbIX 1-ro u
2-ro TMNOB AOMNONHNUTENBHO K Mepam no obecneyveHnto 6e30MacHOCTU NepPCOoHanbHbIX AaHHbIX, YKa3aHHbIM B MyHKTe 8
HacCTOALLLEro JOKYMeHTa, MOryT NPUMEHATLCA cneayoLme mepbl:

npoBepka CUCTEMHOTO M (MnM) MPUKNAgHOro NPorpaMMHOro obecrneveHws, BKMYasa NporpaMMHbIN KOA4, Ha
OTCYTCTBME HedeKapupOBaHHbIX BO3MOXHOCTEN C WUCMOMb30BaHWEM aBTOMaTU3MPOBAaHHbIX CPeacTB u (unun) 6Ges
NCMNOMb30BaHNs TaKOBbIX;

TecTupoBaHue NHHOPMALMOHHON CUCTEMBI HA NPOHUKHOBEHUS;

ncrnonb3oBaHne B MHAOPMALMOHHOW CUCTEME CUCTEMHOTO M (MNK) NPUKNagHOro nporpaMMmHoro obecneyeHus,
pa3paboTaHHOro ¢ MCMoNb30BaHWEM METOA0B 3aLLMLLEHHOIO NPOrpaMMUPOBaHUS.

12. Ipun ncnonb3oBaHNN B MHPOPMALIMOHHBLIX CUCTEMAX CEPTUMULMPOBAHHBIX MO TpeboBaHMAM 0e30nmacHOCTU
WHopmMaunn cpeacTs 3amTbl UHPOPMaLmK:

a) ans obecneyeHms 1 1 2 ypoBHeW 3aLLMLLEHHOCTN NEPCOHaNbHbIX AaHHbLIX MPUMEHSAITCS:

CpeAcTBa BblMUCNNTENBLHOM TEXHUKN HE HXe 5 knacca;

CUCTEMbl OOHapYXeHWS BTOPXKEHUIA U CPeACcTBa aHTUBUPYCHOW 3aLLMThbl He Hbke 4 Knacca;

MeXceTeBble 3KpaHbl He HWXKe 3 Knacca B criyvyae akTyanbHOCTW Yyrpo3 1-ro unu 2-ro TUNoB UM B3anMoOencTBus
WHMOPMALIMOHHOW  CUCTEMBI c NHPOPMALIMOHHO-TENEKOMMYHUKALIMOHHbLIMU ceTaMmn MeXOyHapOAHOro
NMHOPMaLMOHHOrO obMeHa U MexceTeBble 3KpaHbl He Hwke 4 knacca B Criyyae akTyanbHOCTM yrpo3 3-ro tuna u
OTCYTCTBUS B3anMMOZENCTBUS WHHOPMALMOHHOW CcUCTEMbl C WHEHOPMALMOHHO-TENEKOMMYHUKALNOHHBIMU  CETAMM
MeXayHapoaHOro MHOpMaLMOHHOrO OOMeHa;

6) ansa obecneveHns 3 ypOBHS 3aLLUMLLEHHOCTU NepCOoHarnbHbIX AaHHbIX MPUMEHSIOTCS:

CpeAcTBa BbIYUCINTENBHON TEXHUKN HE HXe 5 Knacca;

CMCTEMbl OOHapYXeHWA BTOPXKEHUA U CPEACTBa aHTVBMUPYCHOW 3aluTbl He HWxe 4 knacca 3awmTbl B crnydae
aKTyanbHoCTU yrpos 2-ro TMna unu B3aMMoencTBus WHopMaLIMOHHON cucTemsl C
WHOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU  CETAMU  MEXAYHAapOAHOro WH(OpMaUMOHHOrO obmeHa U cucTemsl
obHapy>XeHUsi BTOPXXEeHWI U CpeACcTBa aHTUBUPYCHOW 3alUmMTbl HE HUXKe 5 Kracca 3alumTbl B Crlyyae akTyanbHOCTU yrpo3
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3-ro TMNa n OTCyTCTBMA B3aMMOAENCTBUSA MHEOPMAaLMOHHON CUCTEMbI C MH(OPMaLMOHHO-TENEKOMMYHUKALIMOHHBIMM
CeTaAMMN MeXAyHapoOHOro MHPOPMaLNOHHOro o6mMeHa;

MexXceTeBble 3KpaHbl He HWke 3 knacca B Cryyae akTyanbHOCTM Yrpo3 2-ro Tuna unu B3anMOAENCTBUS
WH(OPMALMOHHOW  CUCTEMBI c NHOPMALMOHHO-TENEKOMMYHUKaLMOHHBLIMU ceTamm MeXOyHapOA4HOro
NHOpPMaLMOHHOTO 06MeHa 1 MeXceTeBble 3KpaHbl He HWke 4 knacca B Crnydvae akTyanbHOCTW yrpo3 3-ro Tuna u
OTCYTCTBUS B3aMMOAENCTBUA WHAOPMALMOHHOW CUCTEMbI C WMH(OPMALMOHHO-TENEKOMMYHUKALMOHHBIMU  CeTAMU
MeXayHapOoAHOro MHOPMaLMOHHOro OOMeHa;

B) Ansa obecneyeHns 4 ypoBHS 3aMULLEHHOCTM NePCOHaNbHbIX AaHHbIX MPUMEHSOTCS:

CpefAcTBa BblMUCNIUTENBHOW TEXHUKN HE HKe 6 Knacca;

CcUCTEMbl OBHapY>KeHUS BTOPXKEHUIN N CPeACcTBa aHTUBUPYCHOW 3alUMTbI He HUxe 5 Knacca;

MexXceTeBble aKkpaHbl 5 knacca.

[nsa obecneyeHnst 1 n 2 ypoBHen 3aLLMLLIEHHOCTV NEePCOHarbHbIX AaHHbIX, a Takke AnA obecrneyeHuss 3 ypoOBHSA
3aWMLLEHHOCTM NEPCOHAaNbHbIX AaHHbIX B MH(POPMAaLMOHHBIX cCUCTEMaX, Ars KOTOPbIX K aKkTyarnbHbIM OTHECEHbl Yrpo3bl
2-ro TMNa, NPMMEHSAOTCA CPeACcTBa 3aLnTbl MHOPMaLuW, nporpaMmmMmHoe obecneyeHne KOTOPbIX MPOLLSIO MPOBEPKY He
HWXXe YeM no 4 YPOBHIO KOHTPONS OTCYTCTBUS HeAeKNapupoBaHHbIX BO3SMOXHOCTEMN.

13. MNMpun ucnonb3oBaHMM B MH(OPMALMOHHBIX CUCTEMAaX HOBbIX MHMOPMALMOHHBLIX TEXHONOMMA U BbISBNEHUM
OONOMHUTENNbHbBIX Yrpo3 6e30MacHOCTM NepcoHarnbHbIX AaHHbIX, AN KOTOPbIX HE onpeaerneHbl Mepbl obecneyeHuss nx
6e3onacHOCTW, OOMKHbI pa3pabaTbiBaTbCA KOMMEHCMPYOLWMEe Mepbl B COOTBETCTBUM C nyHkTOoM 10 HacTosLiero
AOKyMeHTa.

MpunoxeHne

k CocTtaBy 1 cogepxaHuto
OpraHM3auUMOHHbIX U TEXHUYECKMX
mMep no obecneyeHuto 6esonacHoOCTH
nepcoHasnbHbIX AaHHbIX NP NX
00paboTke B MHpOPMALIMOHHbLIX
CcMCTEMaxX NepCcoHasbHbIX AaHHbIX

COCTAB 1 COOEPXAHNME
MEP MO OBECMEYEHUIO BE3OMNACHOCTU NEPCOHAIBbHbBIX JAHHbIX,
HEOBXOOMMbIX AJ1A OBECMNEYEHNA KAXKOOIO N3 YPOBHEN
SALLNWLEHHOCTW NMEPCOHAIBbHbLIX OAHHBLIX

YcnoBHoe CopepxaHue mep no obecrnedyeHmno 6e3o0nacHOCTM YPOBHM 3aLLMLLIEHHOCTH
o603Ha4eHne 1 NepCoHanbHbIX AaHHbIX NepPCoHanbHbIX AaHHbIX
HOMep Mepbl

4 3 2 1

|. oeHTudmkaums n ayteHTUdMKaumnsa cyobekToB goctyna u oobektoB goctyna (MAD)

NAD 1 NoeHTndukauma wn  ayTeHTUdMKaums nonb3oBaTtenewn, | + + + +
aBnsaowmnxca paboTHMKaMm onepaTopa

NAD.2 MaeHTudukauna m ayTeHTUdUKaums yCTpoucTB, B TOM + +
yucrne cTauMoHapHbIX, MOBUNBHBIX M NOPTATUBHbBIX

NAD.3 YnpasneHne ngeHtudurkatopamm, B TOM YNCHe CO3QaHueE, + + + +
NPUCBOEHME, YHUUTOXEHWNE MOEHTUPUNKATOPOB

NAD .4 YnpasneHue cpegctBaMu ayTeHTUdMKaUMmM, B ToM uducne| + + + +
XpaHeHWe, Bblgaya, UWHWUManu3aums, OGnokupoBaHue
CpeacTB ayTeHTUdUKaUMM U MpUHATAE Mep B Cryyae
yTpatbl 1 (MnNn) KOMNpomMeTaLunm CPeacTB ayTeHTUUKaLMM

NA®.5 3awuta obpaTHON CBA3N NpU BBOAE ayTEHTUMUKALUMOHHON | + + + +
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WHopmaLnm

NAD.6

VaeHTudukaumna n ayteHTUpmnkauma nonb3oBaTenen, He
angawwmxca  paboTtHukamm  onepatopa  (BHELUHUX
nonb3osaTenen)

. YnpaBneHue gocTynom cybbekToB AocTyna k obbektam goctyna (Y

yrng.1

YHpaBneHme (3aBeneHme, aKTnBauu4, 6]'IOKI/IpOBaHI/Ie n
yHW-ITO)KEHVIe) YY4E€THbIMU 3anncAamMm nonb3oBaTtenen, B TOM
yuncne BHELLHMX Nonb3oBaTenen

+

ynpa.2

Peanusauna Heobxoaumbix MeTOOO0B (AMCKPELMOHHBIN,
MaHOaTHbIA, PONEBON UNWU WHOW METOA), TUMOB (YTEHME,
3anucb, BbINOMHEHWE UMM WHOW  TWUN) U NpaBun
pasrpaHuyeHuns goctyna

ynpa.3

YnpaeneHve (unbTpaums, MapLipyTM3aunsi, KOHTPOIb
COeHEHMIN, OfHOHanpaBfeHHasd nepejaya W UHble
cnocobbl  ynpaBreHust) MHPOPMALMOHHLIMU  MOTOKaMM
MeXay YCTpOWCTBaMu, CermMeHTamu UHMOPMaLUOHHOM
CUCTEMBI, a Takke Mexay MHPOPMAaLMOHHBIMU CUCTEMaMM

yra.4

PasgeneHne nonHomouumi  (pornen) nonb3oBaTenen,
agMUHUCTPaTOpPOB " nmu, obecneunBatoLLmnx
PYHKUNOHNPOBaHNE NHPOPMAaLIMOHHON CUCTEMBI

yra.5

HasHayeHne MUHUManNbHO HEOOXOAMMBbIX MpaB U
npuBMNerMn Nonb3oBaTensiM, agMMHUcTpaTopam 1 nuuam,
obecneunBaloLLMM PYHKLUMOHNPOBaHME WHGOPMaLMOHHOM
CUCTEMBI

yrnpa.6

OrpaqueHme HeycCneLwHbIX MOMNbITOK BXoAa
MHOPMALIMOHHYI0 cucTeMy (JOCTyna K MHAOPMaLMOHHO
cucrteme)

B
7

yna.7

MpenynpexaeHne nonb3oBatens npu ero Bxode B
WH(POPMALIMOHHYID  cUCTeMy o] TOM, 4YTO B
MH(OPMALIMOHHON cucTeMe peanuioBaHbl Mepbl MO
obecneyeHnto 6e30MacHOCTM NePCOHanbHbIX AaHHbIX, U O
HeobxooMMOoCTH cobnogeHuns YCTaHOBIEHHbIX
onepaTopoM npasun 06paboTkX NepcoHanbHbIX AaHHbIX

yrpa.8

OnoBelleHre nonb3oBaTensa nocre ycnewHoro Bxoga B
VIH(bOpMaLl,I/IOHHyPO cuctemy 0 ero npegbigywiem Bxoae B
VIH(bOpMaLU/IOHHyPO cucrtemy

yrna.o

OrpaHuyeHre yncna napannenbHbIX CeaHCoB AOCTyNna Anis
KaXkgon y4eTHOM 3anncu nonb3oBatensa MHGPOPMaLMOHHOWN
CUCTEMBbI

ynp.10

brnokupoBaHue ceaHca pocTyna B MHGOPMALUOHHYIO
CUCTEMY MNOCne YCTaHOBMEHHOIO BpeMeHu ©e3gencTeus
(HeakTMBHOCTW) Nonb3oBaTens UNK rno ero 3anpocy

yng.11

PaspelieHne  (3anpet) OeWCTBUM  Mofb3oBaTeNen,
paspeLUeHHbIX A0 naeHTudmrkaumm n ayteHTndukaumm

yrg.12

Mopaepxkka W coxpaHeHue aTpubyToB GesonacHOCTU
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(meTok 6e30nacHOCTU), CBSA3aHHbIX C WHdoOpMaunern B
npovecce ee xpaHeHnsi u 06paboTku

yrng.13

Peanu3auus  3awmuieHHoOro  yganeHHoro  JocTyna
cybbekToB AocTyna K 06bekTam JocTyna 4vepes BHeLlHWe
NHMOPMALIMOHHO-TENEKOMMYHUKALMOHHbIE CETH

ynp.14

PernameHTauuss ©“  KOHTPONMb  MCMONb30BaHWA B
WMH(OPMALMOHHONW CUCTEME TexHonorunm 6ecnpoBogHOro
gocTyna

yrg.15

PernameHTaumss ¥ KOHTPOSb  WCMONb30BaHWsA B
MH(POPMALIMOHHON cUCTEME  MOBMIIBHBIX  TEXHUYECKUX
cpencTts

yrg.16

YnpaeneHve B3aMMOAENCTBMEM C  MHMDOPMALMOHHBLIMM
cuctemamu CTOPOHHMX  OpraHusauun (BHELWHWE
MH(OPMALIMOHHbIE CUCTEMbI)

yng.17

ObecneveHne JOBepeHHON 3arpysku cpeacTs
BbIYNCIIUTENBHOM TEXHUKM

[ll. OrpaHn4eHune nporpammHon cpeabl (OlNC)

onc.1

YnpaBneHve 3anyckom (oOpalleHVsiMU)  KOMMOHEHTOB
nporpaMMHOro oGecneyeHuns, B TOM YUCne OnpeaerneHne
3arnyckaeMblX KOMMOHEHTOB, HacTpolka napameTpoB
3anycka  KOMMOHEHTOB,  KOHTPOSlb  3a  3aryckoMm
KOMMOHEHTOB NPOorpamMmHoro obecneyeHus

onc.z

YnpaBneHvne yCTaHOBKOW (MHCTannsiuMein) KOMMOHEHTOB
nporpaMmMHoro obecrievyeHusi, B TOM 4Yucrie onpegerieHue
KOMMOHEHTOB, MOAMEeXallux YCTaHOBKEe,  HacTpoMka
napamMeTpoB YCTaHOBKM KOMMOHEHTOB, KOHTpOMb 3a
yCTaHOBKOW KOMMOHEHTOB NporpaMmHoro obecnevyeHus

onc.3

YcTaHoBKa (MHCTannsauMsi) TONbKO — paspeLleHHoro K
NCMOMb30BaHWIO NPOrpaMMHOro obecneveHns u (unu) ero
KOMMOHEHTOB

onc.4

YnpasneHve BpeMeHHbIMK davinamu, B TOM YWChe 3anperT,
paspelleHne, nepeHanpaBreHve 3anucu, yaaneHue
BPEMEHHbIX (hannos

IV. 3awmTa MalLMHHBIX HoCuTenemn nepcoHarbHbIX AaHHbIX

(3HW)

3HN.1

YyeT MalLMHHbIX HOCUTENEeNn nepcoHarbHbIX AAHHbIX

3HWN.2

lepaBneHMe 0OCTynomMm K MalUNHHbIM HOCUTENAM
nepcoHaribHbIX OaHHbIX

3HN.3

KOHTpOJ‘Ib nepemMeLlieHmna MaLUNHHbIX HocuTenen
nepcoHarbHblX AaHHbIX 3a npeaenbl KOHTpOJ'II/IpyeMOIZ
30HbI

3HN.4

WcknioueHune BO3MOXHOCTH HeCaHKLUMOHMNPOBAHHOIO
O3HaKoOMIleEHMA C coaepXXaHmem nepcoHalnbHbIX OaHHbIX,
XpaHAWNXCA Ha MallUHHBbIX HOCUTENAX, n (I/IJ'II/I)

NCNONb30BaHMs HOCUTENen nepcoHalnbHbIX AaHHbIX B UHbIX
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VIH(bOpMaLI,I/IOHHbIX cucremMax

3HWN.5

KoHTponb ncnonb3oBaHusa uHTepdericos Beoga (BbiBOAA)
I/IH(*)OpMaLl,I/II/I Ha MalluHHble HOoCcUTernn nepcoHarnbHbIX
OaHHbIX

3HW.6

KoHTponb BBOAa (BblBOAA) MHGOPMaUUM Ha MallMHHbIe
HOCUTENM NepCoHarnbHbIX AaHHbIX

3HN.7

KOHTpOJ'Ib noaKrn4yeHnsa MaLUNHHbIX HocuTenen
nepcoHaribHbIX aHHbIX

3HN.8

YHnuTOXKEHNE (cTupaHwne) unm obesnunuuBaHue
nepcoHanbHbIX AaHHbIX HA MaLUMHHBIX HOCUMTENSX Mpu Ux
nepegadye Mexay nonb3oBaTensMu, B  CTOPOHHMWE
opraHvM3auMu Ons pemMoHTa WUnu yTunusaumu, a TaKke
KOHTPOIb YHUYTOXEHUS (CTMPaHuUs) unu obesnmymeaHns

V. Peructpauus cobeitun 6esonacHoctn (PCB)

PCB.1

OnpepeneHne cobbiTun  Ge3onacHOCTH, noAanexalumx
pervcTpaumn, U CPOKOB UX XpaHeHus

PCB.2

OnpefeneHve cocTaBa ¥ coaepXaHus MHopMauum o
coBbITUAX GE30MacHOCTH, NOASIEeXALUMX PErncTpaLImm

PCB.3

C6op, 3anuMcb M xpaHeHne uHdopMauum o CoBbITUAX
6e30nacHOCTM B TeYeHWe YCTaHOBIIEHHOTO BpEMEHM
XpaHeHus

PCb.4

PearnpoBaHne Ha cbou npu perucTtpaumm CcoObITUR
BesonacHocTW, B TOM Ynicne annapaTHble U NporpamMmmHbie
owmnbkn, cbon B MexaHusmax cbopa uHdopMauumn wu
OOCTWXKeHWe npedena wnuM nepenosiHeHus  obbema
(emkocTW) NamsTH

PCB.5

MoHuTOopUHr (mpocmoTp, aHanma) pesynbTaTtoB
perncTpauum cobbiTnii 6e30nacHOCTM U pearpoBaHue Ha
HUX

PCB.6

"eHepupoBaHue BPEMEHHbIX METOK " (nnn)
CUMHXPOHM3aUNs CUCTEMHOIO BPEMEHN B MHGOPMALIMOHHON
cucteme

PCB.7

3awmTa nHpopmaumm o cobbiTrax 6e3onacHOCTU

VI. AHTnBUpYyCcHas 3awmTa (AB3)

AB3.1

Peanunsauus aHTMBVIPYCHOVI 3alnTbl

AB3.2

O6HoBneHne 6asbl OaHHbIX MNPU3HAKOB BPEAOHOCHBIX
KOMMbIOTEPHbLIX NporpaMm (BUpYcoB)

VII. O6HapyxeHne BTopxxeHun (COB)

COB.1

OOGHapyxeHne BTOPXKEHWI

COB.2

O6HoBneHne 6a3bl peLlarLmx Npasun
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VIII. KoHTpornb (aHanus) 3awuieHHoCTH nepcoHarnbHbiX AaHHbIX (AH3)

AH3.1

BbisiBneHve, aHanua ysas3BuMMocTeEM UHOpMaLMOHHOM
CUCTEMbI 1 ONepaTUBHOE YCTPaHEHNE BHOBb BbISBIEHHbIX
YyS13BMMOCTEN

AH3.2

KoHTponb  ycTaHoBKM  OBGHOBREHMI  NporpaMMHoro| +
obecrneyeHnsi, BKkM4yass OOHOBMNEHME  MPOrpPaMMHOro
obecneyeHns cpeacTs 3awuTbl MHOPMaLM

AH3.3

KoHTpornb paboTocnoco6HOCTH, NapaMeTpPOB HaCTPOMKN 1
NpaBuUiIbHOCTU bYHKLUMOHMPOBaHWS NporpaMMHOro
obecrneyveHunss U CPeacTs 3alUmMTbl MHOpMaLm

AH3.4

KOHTpOJ'Ib COCTaBa TeXHU4YeCKnx cpencrts, nporpaMmmHoOro
obecneyeHus u cpeacTB 3allunTbl VIH(bOpMaLl,MI/I

AH3.5

KoHTponb npaBun reHepauMmM W CMEHbl  naponew
nonb3oBaTenewn, 3aBeeHns 1 yaaneHus y4eTHbIX 3anucen
nonb3oBaTenen, peanusauum npasun  pasrpaHUyeHns
JocTtyna, NOHOMO4MNI nonb3oBaTenen B
WHOPMAaLIMOHHON cucTemMe

IX. OBecnevyeHne LenocTHOCT MHGOPMALIMOHHONM CUCTEMbI U NEPCOHAbHBLIX AaHHbIX

ousm

OLY1.1

KoHTponb LEenocTHocTM nporpammHOro  obecneyeHus,
BKNtoYas nporpammHoe obecrniedeHne CcpeacTs  3aluuThl
nHdopmaumm

oLn.2

KoHTponb  LIenocTHOCTU nepcoHarnbHbIX OaHHbIX,
cogepxalmxca B 6asax [AaHHbIX MHMOOPMaLNOHHON
CUCTEMBI

oun.3

Ob6ecneyeHve BO3MOXHOCTU BOCCTaHOBEHMs!
nporpaMMHOro obecrneyeHusi, BKMo4Yas nporpaMMHoe
obecrnieyeHne cpeacTB 3aliMTbl  MHopMauuu, nNpu
BO3HUKHOBEHMWW HELUTATHLIX CUTyaLuii

o4

OGHapyxeHne W pearpoBaHWe Ha MOCTynfeHve B
MHOPMALIMOHHYO cuctemy HesanpalumBaembix
3MNEKTPOHHbIX COOOLEHUI (MUCeM, OOKYMEHTOB) U MHOW
WHOPMaLMKN, HE OTHOCALMXCA K  (PYHKUUOHMPOBAHUIO
WMHOPMALIMOHHOW CMCTEMBI (3awwmuTa OT cnama)

oLn.5

KoHTponb copepxaHus nHdopMauun, nepefaBaemMon U3
WHOPMALIMOHHOM CUCTEMbI (KOHTEMHEPHBIA, OCHOBAHHbLIN
Ha CBOWCTBax OObekTa goctyna, v (Mnn) KOHTEHTHbIN,
OCHOBaHHbIA Ha MOMCKE 3anpelieHHOW K nepegadye
WHopMaLMn C UCMOMNb30BAHUEM CUTHATYP, MacoK U UHbIX
METO[O0B), W WCKNIOYEHME HenpaBoOMEpHOW nepenayn
MHdopMaLUnn U3 MHOOPMaLIMOHHON CUCTEMBI

ouJ1.6

OrpaHnyeHne npae  nosib3oBaTenem no  Beogy
MHbOpMaLMK B MHOPMALIMOHHYIO CUCTEMY

oun.7

KOHTpOnb TOYHOCTW, MOMHOTbI U MPAaBUIBbHOCTU AAHHBIX,
BBOAUMbIX B MHOPMALMOHHYIO CUCTEMY

oun.s

KoHTponb owmnBo4YHbIX ENCTBUIA NONb30BaTeNen No BBOAY
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n (Mnn) nepepadye  nNepcoHanbHbIX — AaHHbIX U
npegynpexgeHve  nornb3oBaTenen 06 OLLUMOOYHbIX
JEencTBuUsX

X. ObecneyeHne OCTYNHOCTM NepcoHanbHbIX AaHHbIX (OOT)

OAT.1

Mcnonb3oBaHue OTKa30yCTOI7I‘-II/IBbIX TEXHUYECKUX cpencrts

oArT.2

PesepBupoBaHne TexHWYeCKkMx CpencTs, MpPOrpaMmMHOro
obecneyeHus, KaHanoB nepegayn WHdopmaunm, CPeacTB
obecneyeHnss  OYHKUMOHUPOBAHUA  MHAOPMALMOHHON
CUCTEMBI

oArT.3

KoHTporb 6€30TKa3HOro (PyHKLIMOHUPOBAHUA TEXHUYECKMX
cpencts, oOHapykeHMe U foKanusauus — OTKa3oB
(PYHKUMOHUPOBAHWS, MPUHSATAE MepP MO BOCCTAHOBIEHMIO
0TKa3aBLUWX CPEACTB U UX TECTUPOBaHMe

oaT.4

Mepuoaunyeckoe pesepBHOE KOMMPOBaHWE MNepCoHanbHbIX
JaHHbIX Ha  pe3epBHble MallWHHblEe HocuTenu
nepcoHarnbHbIX AaHHbIX

oAT.5

ObecneyvyeHne BO3MOXHOCTU BOCCTaHOBIEHUS
nepcoHanbHbIX  AaHHbIX C  PEe3epBHbIX  MaLUMHHbIX
HocuTenen nepcoHanbHbIX AaHHbIX (Pe3epBHbIX KOMUNn) B
TEeYEeHNEe yCTaHOBMNEHHOIO BPEMEHHOIO MHTEPBarna

XI. 3awmta cpeabl BupTyanusauum (3CB)

3CB.1

NoeHTudukaums 1 ayTeHTMdUKaums cybbekToB gocTyna u
06BEKTOB 4OCTYMNa B BUPTYasibHON MHPACTPYKTYpe, B TOM
yucrne  aaAMUHUCTPATOPOB  yMpaBlieHWs  CPeacTBaMu
BMpTyanuaauum

3CB.2

YnpaBeneHve OOCTYNoM CyGbeKToB JocTyna K obbektam
JocTyna B BMPTyarbHOW WHPacTpyKType, B TOM 4ucre
BHYTPU BUPTYasbHbIX MaLUWH

3CB.3

Pernctpaumna cobbiTuii Ge3onacHocTM B BUPTyarbHOW
NHpacTpyKType

3CB.4

YnpaeneHve (unbTpaums, MapLipyTM3aunsi, KOHTPOIb
coefuHeHus, ofHOHanpasreHHas nepegaya) MNOTOKamu
UHdoOpMaUMM  Mexdy  KOMMOHEeHTamu  BUPTyarbHOW
WMHMPACTPYKTYpbl, @ Takke Mo nepumeTpy BUpPTyasbHOM

NHPaCTPYKTYpbI

3CB.5

[doBepeHHas  3arpyska  cepBepoB  BUpTyanusauuu,
BUPTYyanbHON MaLUUHbI (koHTenHepa), cepBepoB
yrnpaBneHusa BUpTyanu3aunen

3CB.6

YnpaBneHne nepemMeLlieHnemM  BUPTyanbHbIX  MalUWH
(koHTenHepoB) 1 0bpabaTbiBaeMbIX Ha HUX JaHHbIX

3CB.7

KoHTponb LenocTHOCTM BUPTyanbHOW WHAPACTPYKTYpbl U
ee KoHgurypauun

3CB.8

PesepBHoe KonnpoBaHne  [OaHHbIX, pe3epBupoBaHmne
TEXHUYECKMX CpeacTB, nporpaMmmMmHoro obecneyeHunst
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BMPTyarnbHOW WHPACTPYKTYpbl, a TaKkKe KaHaroB CBA3M
BHYTPU BUPTYanbHON MHPACTPYKTYphI

3CB.9

Peanusauus n ynpaeneHve aHTMBMPYCHOW 3aluTon B
BUPTYyanbHON MHAPACTPYKType

3CB.10

PasbueHne BupTyanbHON WHMPACTPYKTypbl Ha CErMeHTbl
(cermeHTUpoOBaHWE BUPTyanbHOM WHAPACTPYKTYpbl) ANS
06paboTkm nepcoHanbHbIX [OaHHbIX OTAENbHbIM
nonb3oBaTeneM 1 (Unu) rpynnomn nonb3osaTtenen

XII. 3awmTta TexHmyecknx cpencts (3TC)

3TC.1

3awmrta uHdopmauun, obpabaTbiBaeMON TEXHUYECKUMU
cpeacTBaMu, OT ee YTeUKM No TEXHNYECKUM KaHanam

3TC.2

OpraHusauust KOHTPONIMPYEMOM 30HbI, B Npeaenax KoTopon
MOCTOSIHHO Pa3MELLalTCA CTauMOHapHble TeXHUYecKue
cpenctea, obpabaTbiBalolme MHOpMaLuioo, U cpeacTsa
3awmnTbl MHdOpMauMKn, a Takke cpeactsa obecneyeHus
DYHKUMOHMPOBaHMWS

3TC.3

KoHTponb u ynpaBneHve uU3NYeckMMm AOCTYNom K
TEXHUYECKUM cpeacTteam, cpeacTeam 3aLmThI
WHopmaLnu, cpeacTeam obecneveHus
(PYHKUMOHNPOBaAHUSA, a Takke B [MOMELUEHUa U
COOPY>KEHWS, B KOTOPbIX OHU YCTAHOBIEHbI, UCKITHOYaloLLmMe
HeCaHKUMOHNPOBaHHbIV (hmnandecknin JOCTyn K cpencream
06paboTkm WHopmaumn, cpeacTesam 3aWnThl
nHdopmaumm " cpeacteam obecneyeHus
PYHKUNOHNPOBAHUA ~ MH(OPMALMOHHONW  CUCTEMBbI, B
NMOMELLEHMNSA N COOPYXXEHWUSI, B KOTOPbIX OHW YCTAHOBIEHbI

3TC.4

PasmeuleHne  yctponcts BbIBOAA (oToBpaxeHus)
WHopmaLmn, UckniovawLlee ee HeCaHKLMOHUPOBAHHbIN
NpocMoTp

3TC.5

3awmrta OT BHEWHWX BO3AEWCTBMIA  (BO3LENCTBUN
oKpyXatoLlen cpenpl, HecTabunbHOCTK
3NEKTPOCHAOXEHUs!,  KOHOWLMOHUPOBAHUST U UHbIX
BHELUHMX hakTopoB)

XIll. 3awmTa MHOpMaLNOHHOM CUCTEMBI, €€ CPEACTB,
cucTeM CBA3M U nepedayn gaHHbix (3UC)

31C.1

PasgeneHue B MHMOPMaUUOHHOW cucTemMe (YHKUUA no
ynpaBneHuo (agMVHUCTPUPOBAHMIO)  UHGOPMALMOHHON
CUCTEMOWN, yrnpaBneHunto (agMMHUCTPUPOBAHMIO) CUCTEMOM
3alMTbl NepcoHanbHbIX AaHHbIX, (PyHKUMA no obpaboTke
nepcoHanbHbIX OaHHbIX n WHbIX YHKLMIA
WHOPMALIMOHHON CUCTEMBI

31C.2

MpegoTBpalleHne  3adepXkku nnm npepbiBaHWs
BbINOMHEHNA TMPOLIECCOB C BbLICOKMM MPUOPUTETOM CO
CTOPOHbI MPOLIECCOB C HU3KUM NPUOPUTETOM

31C.3

ObecneyeHne 3awuTbl NEpPCOHamNbHbIX  AaHHbIX  OT
packpbITMS, MoandUKaLMn n HaBA3bIBaHUS (BBOAA JIOXKHON
WMHopmaumn) npu ee nepegayve (NOAroToBKe K nepegaye)
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no KaHanam CB&3M, MMeEKLMM BbIXO4 3a npedensl

KOHTPONMPYEMON 30HbI, B TOM uucrne ©OecnpoBOOHbIM
KaHanam CBsiaun

3nC.4 Ob6ecneyeHne [OBEPEHHbIX KaHana, MaplpyTa Mexay
afMWHUCTPATOpPOM, Monb3oBaTenemM wn  cpeacTeamu
3aLWnTbl MHopMaummn (PyHKUMAMU 6e3onacHOCTM CpeacTs
3alWmnTbl HOpPMaLMK)

3NnC.5 3anpeT HeCaHKUWMOHUPOBaHHOW YyAaneHHOW aKTMBauuu
BUageokamep, MUKPO(POHOB U UHbIX  NepuepUnHbIX
YCTPOWCTB, KOTOPbIE MOMYT aKTUBMPOBATbCA YAaNeHHo, U
onoBelleHne nonb3oBaTene o6 akTMBauMm  Takux
YCTPOUCTB

31C.6 Mepegaya WM KOHTPONb  LIEMOCTHOCTM  aTpubyToB
fbesonacHocT (MeTok 6e30MacHOCTU), CBSA3AHHBLIX C
nepcoHanbHbIMW AaHHBIMU, MpU OOMEHe VMW C  WHbIMU
WMHOPMALMOHHBIMK CUCTEMaMMU

3nC.7 KoHTponb CaHKUNOHUPOBAHHOIO " UcKro4veHne
HECaHKUMOHMPOBAHHOTO  UCMOMb30BaHWA  TEXHOMOrMN
MOBUNBHOrO Koda, B TOM 4uUCrie peructpaumsi cobbiTunm,
CBSI3@HHbIX C WCMOMb30BaHNEM TEXHONOMMA MOBWIBHOro
Koga, WX aHanM3 W pearMpoBaHMe Ha HapyLlleHus,
CBSI3aHHbIE C WUCMOSIb30BaHUEM TEXHOMOrMh MOBUNBLHOro
Kopda

3M1C.8 KoHTponb CaHKLMOHNPOBAHHOIO " NCKIHoYEeHnE
HECaHKUMOHMPOBAHHOIO  WUCMOMIb3OBaHNSA  TEXHOIOTMMN
nepegayn peuu, B TOM u4uCre peructpauus cobbITui,
CBSA3aHHbIX C WCMOMb30BaHMEM TEXHOMNOMMA nepefayu
peyn, UX aHanM3 Uu pearupoBaHMe Ha HapyLleHus,
CBSI3aHHblE C WCMOfMb30BAHMEM TEXHOMOMMI nepefayn
peun

3nC.9 KoHTponb CaHKLUVOHUPOBaHHOW n UCKIoYeHne
HeCaHKUMOHMPOBAHHOW Nepefayn BuaeovHdopMauun, B
TOM 4uChe peructpaumsi  CcobbITUIR, CBS3aHHBIX C
nepenayen BuaeonHdgpopmaumu, nx aHanus "
pearMpoBaHWEe Ha HapyLleHWs, CBs3aHHble C nepepaden
BUAeoUHdopmaLmm

3nC.10 MNoaTeepxaeHne NPOUCXOXAEHNSA WUCTOYHMKA
WHGOpMaUuK, norydaemMon B rpouecce onpegeneHns
CeTEBbIX apecoB NO CETEBbIM UMEHAM UM OnpeaeneHnst
CeTeBbIX MMEH MO CeTeBbIM aapecam

3nC.11 ObecnevyeHne NOASIMHHOCTM  CeTeBbIX  COeaUHEHUN + +
(ceaHcoB B3aMMOAEWCTBMSA), B TOM YMCne s 3awuTbl OT
NoAMeHbI CETEBbIX YCTPOWUCTB M CEPBUCOB

3nC.12 McknioyeHne BO3MOXHOCTU OTpULUAHUA MNoNb3oBaTenem
dakta OTNpaBKM MNEpPCOHanbHbIX  AaHHbIX  OPYyromy
nonb3oBaTtento

3nC.13 McknioyeHne BO3MOXHOCTU OTpULAHMA MNoNb3oBaTenem
dakTa nonydeHuss nepcoHanbHbIX AaHHbIX OT ApYroro
nonb3oBaTtens
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3nC.14 Mcnonb3oBaHWe yCTPOUCTB TepMUHANbHOrO AocTyna Ang
06paboTKM NepcoHarnbHbIX aHHbIX

3nC.15 3awmta apxuBHbIX annoB, MapameTpoB HaCTPOWKK + +
Cpeacts  3alMTbl  MHoOpMauum 1 [POrpaMMHOro
obecrneyeHMss UM WHbIX OaHHbIX, He  noanexalumx
M3MEHEHNIO B npouecce 00paboTkM nepcoHanbHbIX
OaHHbIX

3nC.16 BbisBneHune, aHanus 1 6nokuposaHne B MHPOPMaLMOHHON
CUCTEeMe CKpbITbIX KaHanoB nepefayn uHdopmauun B
0o6xo peanun3oBaHHbIX Mep WM BHYTPU paspeLLeHHbIX
CETEBbIX NMPOTOKOJSIOB

3nC.17 PasbueHne WHMOPMALMOHHOW CUCTEMbI Ha CErMeHThl + +
(cermeHTMpOBaHMe  WMHPOPMALIMOHHON  CUCTEMBI) U
obecneyeHve 3aWmnThI nepumeTpoB CErMeHTOB
WHGOPMALMOHHOW CUCTEMBI

3nC.18 ObecneyeHne 3arpy3km M UCMOMHEHUS MNPOrpamMmHOro
obecneyeHnss C MaLUMHHBIX HOCUTENEN MnepcoHanbHbIX
OaHHbIX, OOCTYMHbIX TOMbKO AN YTEHWS, W KOHTPOIb
LeNIOCTHOCTU JAaHHOIO MPOrpaMMHOro obecneyeHns

3nC.19 N3onduma npoueccoB  (BbINOMHEHWE nporpamm) B
BbleneHHoN obnacTi namsTm

31C.20 3awmrta OecnpoBOAHbIX COEAMHEHUN, MNPUMEHSIEMbIX B + +
NMHOPMALIMOHHON cucTeme

XIV. BbisiBNeHne NHUMOEHTOB 1 pearpoBaHue Ha Hux (MHLL)

MHLU.1 OnpegeneHne nud, OTBETCTBEHHbIX 33  BbISBIEHWE + +
WHUMOEHTOB N pearnpoBaHne Ha HUX

MHL.2 O6HapyxeHue, naeHTudukaums " pernctpauus + +
WHUMOEHTOB

MHU.3 CBoeBpeMeHHOe WHMOPMUPOBAHME 1L, OTBETCTBEHHbIX + +
3a BbISIBIEHNE WHLUMOEHTOB W pearMpoBaHMe Ha HUX, O
BO3HWKHOBEHUW UHUMAEHTOB B MH(POPMALMOHHOW cucTeme
nonb3oBaTensMm U agMnHMCTpaTopamm

MHLU .4 AHanu3s MHUMOEHTOB, B TOM u4ucre  onpeferneHue + +
WUCTOYHWKOB M MNPUYMH BO3HUKHOBEHUS WHUMOEHTOB, a
Takke OUEeHKa NX NOCrneacTBUi

MHLU.5 [MpuHATME Mep No yCTpaHeHuo NocneacTBUN NHUMAEHTOB + +

MHLL.6 [MnaHMpoBaHMe M NpuUHATME Mep NO NpedoTBpaLLEHUO + +
MOBTOPHOIO BO3HMKHOBEHMWS MHLUMOEHTOB

XV. YnpaBneHue koHpurypaumen MHhopMaLnoHHOM CUCTEMbI Y CUCTEMBI 3aLLUTbI MEPCOHamNbHbIX AaHHbIX
(YK®D)

YK®.1 OnpegeneHne nuu, KOTOpPbIM paspelleHbl OeWCTBUS MO + +
BHECEHMI0 N3MEHEHUI B KOHUrypauuio MHHOPMaLMOHHON
CUCTEMbI Y CUCTEMbI 3aLLUUTBLI MEPCOHANbHbLIX AaHHbIX
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YK®.2 YnpasneHue N3MEHEHNAMM KOHdpUrypawmm + + +

MH(bOpMaLLMOHHOVI CUCTEMBI n CUCTEMDI 3alnTbl
nepcoHaribHbIX OaHHbIX

YK®.3 AHanua noTeHuManbHOro BO3AEWCTBUS  MMaHUpyembliX + + +
U3MEeHeHN B KOH(pUrypaumm MHopMaLNoHHOM CUCTEMBI U
CUCTEMbI 3aLUMThI MEPCOHarnbHbIX AaHHbIX Ha obecneyeHne
3alMTbl  MEepcoHamnbHbIX  AaHHbIX W COrnacoBaHue
N3MEHEHNIN B KOHpUrypaumm MHOPMaLMOHHON CUCTEMBI C
OOMKHOCTHBIM NUUOM (pabOTHUKOM), OTBETCTBEHHbIM 3a
obecneyeHne 6e30NacHOCTM NepCcoHanbHbIX AaHHbIX

YKo .4 [lokymeHTupoBaHue NHpopmaunm (oaHHbIX) 00 + + +
N3MEHEHNAX B KOHUrypaumm MHHOOPMaLMOHHON CUCTEMBI
N CUCTEMbI 3aLUTbl NEPCOHANbHbIX AaHHbIX

"+" - mepa no obGecrnevyeHnto ©e30MacHOCTU MEpPCOHarnbHbIX AaHHbIX BKMAOYeHa B 0as30Bbli Habop mMep Ans
COOTBETCTBYHOLLEro YPOBHSA 3aLLULLEHHOCTN NEepPCoHanbHbIX AaHHbIX.

Mepsbl no obecneyeHmto 6e30NacHOCTM NepCOHarnbHbIX aHHbIX, HE 0B603HaYeHHbIe 3HaKoM "+", MPUMEHSTCA Npu
apanTauumn 6a3oBoro Habopa Mep 1 YyTOUYHeHUM aganTMpoBaHHoro 6asoBoro Habopa Mep, a Takke npu paspaboTke
KOMMEHCUpYoLLMX Mep no obecneveHmnto 6e3onacHOCT NEPCOHanbHbIX AaHHbIX.

KoHcynbTaHTINOC

HaneXHas NPaBoBas MOAAEPKKA www.consultant.ru Crpanuua 14 u3 14



http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

	Приказ
	Состав и содержание организационных и технических мер по обеспечению безопасности персональных данных при их обработке в информационных системах персональных данных
	I. Общие положения
	II. Состав и содержание мер по обеспечению безопасности персональных данных
	Приложение. Состав и содержание мер по обеспечению безопасности персональных данных, необходимых для обеспечения каждого из уровней защищенности персональных данных
	I. Идентификация и аутентификация субъектов доступа и объектов доступа (ИАФ)
	II. Управление доступом субъектов доступа к объектам доступа (УПД)
	III. Ограничение программной среды (ОПС)
	IV. Защита машинных носителей персональных данных (ЗНИ)
	V. Регистрация событий безопасности (РСБ)
	VI. Антивирусная защита (АВЗ)
	VII. Обнаружение вторжений (СОВ)
	VIII. Контроль (анализ) защищенности персональных данных (АНЗ)
	IX. Обеспечение целостности информационной системы и персональных данных (ОЦЛ)
	X. Обеспечение доступности персональных данных (ОДТ)
	XI. Защита среды виртуализации (ЗСВ)
	XII. Защита технических средств (ЗТС)
	XIII. Защита информационной системы, ее средств, систем связи и передачи данных (3ИС)
	XIV. Выявление инцидентов и реагирование на них (ИНЦ)
	XV. Управление конфигурацией информационной системы и системы защиты персональных данных (УКФ)



